
Most companies find it helpful to think about the mental model of the 
barriers that we use to control process safety hazards. A barrier is a 
risk control that prevents unintended events from occurring or stops 
escalation to harmful consequences. 

We can think about barriers as being either hardware or human 
barriers. Hardware barriers include primary containment, process 
equipment, and engineered systems designed and managed to prevent 
hazardous releases or mitigate their consequences. Although people 
are involved with maintaining and testing hardware barriers, they do 
not rely on someone taking action when a demand is placed on the 
barrier. Human barriers, however, do rely on the actions of people when 
a demand is placed on the barrier, for example response to a process 
alarm. Both types of barrier are important, but hardware barriers are 
typically considered to have greater reliability, if maintained correctly. 

It is good for front-line teams to understand and discuss the barriers 
that are in place on their facility, and how reliable and effective they are. 
It is important that individuals feel able to speak-up if they believe that 
a barrier is weak or adequate. This can be also be done by practicing 
independent verification by coworkers. 

Many find that a bowtie diagram is a helpful visual aid when having this 
conversation. Another helpful tool is to develop and provide a simplified 
scenario diagram showing the equipment and important barriers 
contained within the scenario. 

Understanding the role that barriers play, and what could potentially 
happen if a barrier fails, is important as it allows teams and individuals 
to understand the influence they have in sustaining barrier health.

Process safety events can result from degraded or failed barriers. 
Degraded barriers include those that are inhibited, overridden, 
bypassed, unreliable or unavailable. These should be addressed without 
delay and normally require approval for continued operations. Often 
front-line workers will play a key role in sustaining and monitoring any 
additional mitigations that are put in place whilst a degraded barrier is 
being restored. 

Tips for Managers: 
Provide tools (e.g., bowties) 
to enable front-line workers 
to understand and visualise 
the process safety barriers at 
their location.
Discuss process safety 
barriers with front-line 
workers during site visits.
Ensure that systematic 
barrier management 
processes are in place and 
that necessary resources 
are allocated to test and 
maintain barriers. 
Implement approved 
risk reduction measures 
for degraded or failed 
barriers and restore barrier 
functionality as soon as 
practical. 

Additional guidance:
Energy Institute: Reflective 
Learning: I own my barrier
Reflective learning:  
I keep my barrier strong
US Chemical Safety Board: 
Animation of April 26, 2018, 
Explosion and Fire at the 
Husky Energy Refinery in 
Superior, Wisconsin
US Chemical Safety Board: 
Blowout in Oklahoma
Safer Together Process Safety: 
We all have a part to play
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https://heartsandminds.energyinst.org/toolkit/reflective-lfi#Vid1
https://heartsandminds.energyinst.org/toolkit/reflective-lfi#Vid3
https://www.youtube.com/watch?v=3RFDKpwdbEA&feature=youtu.be
https://www.youtube.com/watch?v=3RFDKpwdbEA&feature=youtu.be
https://www.youtube.com/watch?v=3RFDKpwdbEA&feature=youtu.be
https://www.youtube.com/watch?v=3RFDKpwdbEA&feature=youtu.be
https://www.youtube.com/watch?v=1zDcsjHyxr8&feature=youtu.be
https://vimeo.com/353266692
http://www.iogp.org/PSF

